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Abstract

This application notexplains the features that are available in CMSIS and MDK to utilize the secure and non
secure domains in thlrmv8-M archtecture. 1 contains several programming examples, including an RTOS
application that shows the interaction of re@ture thread execution with libraries that are provinyatie secte
domain of alArmv8-M system.

Prerequisites

MDK v5.22 provide supporfor creating and debugging secure and-secure applications féxrmv8-M based
devices, especially fakrm CortexM23 andArm CortexM33. To be able to use the examples provided in this
application note, you need to have a valid licens&/MioK -Professionahnd have the following software packs
installed:ARM.CMSIS.5.011.pack (or higher). Note that there is an evaluation version availal{&f&sr-
Professional
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Introduction

Embedded system programmers face demanding product requirements that include cost sensitive hardware,
deterministic real time behavior, lepower operation, and securesaisprotection. As tim&o-market is critich
Arm provides a set of development tools and software compotwesitselerate the overall system design.

Modern applications have a strong need for security. Assetséyatequireprotection are:

9 device commnication (using cryptography and authertimamethods)
9 secret data (such as keys and personal information)

1 firmware (against IP theft and reverse engineering)

9 operation (to maintain service and revenue)

Arm® TrustZone® technology is a System on Chip (SoC) and CPU sysigerapproach to securityhe
TrustZone forArmv8-M security extension is optimized for uki@av power embedded applications. It enables
multiple software security domains that restactess to secure memory and /O to trusted software only.

TrustZone forArmv8-M:

1 preservedow interrupt latencies for both secure and1secure domains.
9 doesnot impose code overhead, cycle overhead or the complexity of a virtualization based solution.
1 introducefficientinstructiors for calls to the secure domain with minimal overhead.

Documen tation

This application note focusses on how to use TrustZonkrfov8-M in Keil MDK. If you want to learn more
about the technology behind it, there are sewdaliments that go into further detail:

1 Armv8-M Security Extensiost Requirements on Development Toexkplains conepts implemented in
compiler toolchains to support tkemv8-M architecture.

1 Secure software guidelines fAarmv8-M based platforméfists therequirements when creatisgcure
software for arArmv8-M based platform.

1 TheArm C Language Extensions (A E) for Armv8-M enables thé&rmv8-M Security Extension to
build asecure image, and to enalsleon-secure image to callsecure imageThis documenincludes
detailsof a possible compiler implementation

1 TheArmv8-M Architecture Reference Manugives a complete overview of themv8-M architecture.
The following sections put a spotlight on some of the aspects that grectdlsSnterest to the software
developer.

Example projects

The ARM:CMSISsoftwarepack contaisthe followingexampleprojectsthat shav TrustZone programmindJse
thePack Installer to locate and copy the TrustZone project examples. Refer to the page for further details.

Example Description Page
TrustZone for Armv8-M baremetalsecure/on-secure examplaithout RTOS 17
No RTOS

TrustZone for Armv8-M secure/norsecureRTOSexamplewith thread context management 21
RTOS

TrustZone for Arm v8-M secure/norsecureexampe that utilizes security faults to restart a 22
RTOS Security Tests system
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Armv8-Mpr ogr ammer 6 s model

Figure 1 shows the memory view for tlsecure state. In theecure stateall memory and peripherals can be
accessed. Thgystemcontrol and debugarea provides access to secure peripherals andatame peripherals
that are mirrored at a memory alias.

Code thats executed from a secure region (secure code) is executed in secure state and can access memory in
both secure and nesecure regions

Thesecure peripheralsare only accessible during program executioseture state. Th8ecuiity Attribut ion
Unit (SAU) configures the nosecure memory, peripheral, and interrupt access. A secure MPU (memory
protection unit), secure SCB (system conbiokck), and secure SysTick timare available as well

The system supports two separate interrupt vector tables foesamlinorsecure code execution. This interrupt
assignment is controlled durisgcure state code execution via the NVIC (nestecbvéaterrupt controller).

OXFFFEFFEF

P ROM tables Non-secure MPU alias
D:Emnm System control and debug Non-secure SCB alias
. Off-chip peripherals Non-secusz:l):;Tnck alias
: SAU
Off-chip memory Secure MPU
e Non-secure peripherals Secure SCB
e£0000000 Secure peripherals NVIC
Non-secure RAM Secure SysTick
Secure RAM ITM/DWT/FBP
Non-secure flash
0%00000000 Secure flash

Vector table for
secure handlers

Figure 1 Secure memory map

Note: CMSIS-Core defines an additional fi(partition_  <device> .h ) that is used to setup the SAU. Please
refer toCMSIS-Core extensionsen pages.
Figure 2 shows the memory view for the rs®cture state. This memory viewsimilar to theclassicCortexM

memory map. Access to any secure memory or peripheral space triggers a security exception that executes a
handler in seare state.

Code that is executed from a nsecure region (neeecure code) is executed in recure state anéu only
access memory in nesecure regions.

Non-secure state

- [
.

Off-chip peripherals

Diiiiii

Debu
o Off-chip memor /////g////// Z
0x60000000 p y MPU
Peripherals SCB
e g
ysTic
%////////////{/I///h///////////// ITM/DWT/FBP
woocors ) ! . Vector table for

Non-secure handlers

Figure 2 Non-secure memory map
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Attempts to access secure regions fram-secure code or a mismatch between the (secure esawome) code

that is executed and the security statehefdystem results infault exception

Figure 3 shows the register view of Armv8-M system with TrustZone. As the general purpose registarde
accessed from any stafanction calls between the states use these registers for parameter and hadgrn va

The register R13 is the stack pointer alias, and the actual stack pointer (PSP_NS, MSP_NS, PSP_S, MSP_S)

accessed depends on the stateushonsecure) and the mode (handler=exception/interrupt execution or
thread=normal code execution).

Each stak pointer has an optional limit register (PSPLIM_NS, MSPLIM_NS, PSPLIM_S, MSPLIM_S) used to
trap stack overflows triggering a UsageFault exoept

An Armv8-M system with TrustZone has an independent CONTROL register for each state (secure or non
secure)The interrupt/exception control registers (PRIMASK, FAULTMASK, BASEPRI) are banked between the
states, however the interrupt priority for th@wsecure state can be lowered so that secure interrupts have always
a higher priority.

The core registers of tloairrent state are accessed using the standard core register access functions. In secure
state all norsecure registers are accessible.

General purpose registers N
Visible in all states on-secure state ecure state

Thread Mode Thread Mode
PSP NS PSP S
PSPLIM NS PSPLIM S
Handler Mode Handler Mode
MSP NS MSP S

MSPLIM NS MSPLIM S

PRIMASK_NS PRIMASK_S
FAULTMASK_NS FAULTMASK S
BASEPRI_NS

CONTROL_NS

SP (R13)
LR (R14)

Figure 3 Registers

CMSIS-Core extensions

CMSISCoreimplements the basic retime system foa CortexM device and gives the user access to the
processor core and the device peripheiidie. CMSISCore files are extended by thgstempartition headeffile
partition_  <device> .h which defines the initiadetup of the nosecure memory maguring system start in
the secure state

startup_<device>.s
CMSIS device startup
system <device >.c partitions_<device>.h
CMSIS system and Secure attributes and
clock configuration interrupt assignment
[ ] CMSIS-CORE device files
<user >.c/ct+ <device >.h CMSIS-CORE header files
User application CMSIS generated from CMSIS-SVD
main() { ... } device peripheral access D User program

Figure 4 CMSIS-Core files
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This file contains the initial setup of the TrustZone hannin anArmv8-M system. Systeminit calls the
function TZ_SAU_Setup, which uses the settingthis file to initialize the Secity Attribution Unit (SAU) and
to define norsecure interrupts (register NVIC_INIT_ITNS). It performs the following initidiratasks:

1 Provide settings for the SAU CTRL register.

1 Configure the SAU Address Regions.

1 Configure devicespecific deep sleep and exception settings.

1 Configure devicespecific interrupt target settings.

Secure and non-secure domains
Figure5 shows an embedded application that is

split into aUser project (executed in nosecure User project Firmware project
state) and &irmware project (executed in Secure state
secure state). Start
- < System start

System Start after powetson or reset, an
Armv8-M system starts code execution in the Firmware
secure wte. The access rights in the SAU for tr Function calls
nonsecure state are configured. =Lar ‘

o application
User Application: control can be transferred to [ Dam |

the nonsecure state to execute user code. This
code can only call functions the secure state,

Function calls

Communication

which are marked for execution Withe SG VeI _ Callbacks —
(secure gate) instruction and additional memor SIVEE N
attributes. Any other attempt to access memory Figure 5 Secure/nonsecure embedded application

or peripherals that are assigned to the secure <.....
triggers a security exception.

Firmware callbacks: code running in the secure state can execute icotthe norsecure state using cddhck
function pointers. For example, a communication stack (protected firmware) could use an I/O driver that is
configured in user space.

Program execution in theecue state is further protected by TrustZone hardvrara software failures. For
example, alirmv8-M system may implement two independent SYSTICK timers which allow stopping code
execution imon-secure state in case of timing violations. Alsmction pointer callbacks fronsecure state to
non-secure statareprotected by a special CPU instruction and the addi®B< which prevents executing code
in non-secure stataccidentally

Forareal useaserefertd Ex amp | e: TArmmwy&M ZNoon eR dh@gal7.
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Writing secu re software

Even though th&rmv8-M architecture offers specific features and instructions designed to improve the security
of thedevice, if the software running contains bugs or design flaws, the whole system security is put at risk. As
always, the ent& system security depends on the security of the weakest link of theRé&i&nto the document
Secure software guidelines fArmv8-M based platformr more information.

There are three main potential attacks té\emv8-M system:

1 Leaking secret information iregisters when switching from a secure to a-secure state
1 Not checking pointers passed from the 1secure state could paitgally give access to secure memory
1 Changing norsecure memory while in secure state

Return from the secure to the non-secure state
The compiler uses:

1 Registers RO to R3 to pass parameters and return values.
1 Registers R4 to R12 during function executidhe called function restores these registers.

As registers RO to R3 ar®t normally cleared because they ased br parameters anckturn values, secure
information might leak to the callee function when returning tosexure state.

Example:

Secure stte

Non-secure stare

void decrypt (int32_t
key = SECRET
/I do the work

*data ) {

void spy function () {
decryt ( NULL);

print_content_of_registers

0

To avoid such an exploit, you need to addctinee_nonsecure_entry  attribute to the degpt function:

void decrypt (int32_t *) _ attribute_ (( cmse_nonsecure_entry  )); |

When this attribute iapplied,Arm Compiler 6 clears registers RO to R3 and the status flag when used. This
ensures that information cannot leak via the CPU registers to th&ecare state.

Obtain trusted data from non -secure code

When secure code has to accesssemnure meiory using an address calculated by the-secure state, it cannot
trust that the address lies in a FEECUre memory region.

TT instruction

To allow sotware to determine the security attribute of a memory location, the Test Targatstruction is

used.TT is used to check the access permissidiiferent security states and N
on-secure memory

privilege levels that a pointer might have for a specific target address. X
When executed in the secure state, the result of this instruction is extended tobﬁon Datzrs;rr‘r':t”re
return the Security Atibution Unit (SAU) and Implementation Defined 5 4

Attribution Unit (IDAU) configurations at the specific address.

For each memory region defined by the Sahdl IDAU, there is an associated
region number that is generated by the SAU or by the IDAU. Thismegimber
is used by software to determine if a contiguous range of memory shares
common security attributes.

Secure memory

Data structure
or array

-y

RegionY

TheTT instruction returns the security alttites and region number, and the
MPU region number, from an address value. By using iastructionon the start and end addresses of the

memory range, and identifying that both reside in the same region number, software can quickly determine that
the menory range, for example, for data array or data structure, is located entirelyseawr space.
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The TT instruction is useful for determining the security state of the MPU at that address. Although the instruction
cannot be accessed in C/C++ code tlaeesseveral intrinsic functions which make this functionality available to
the developer.

Intrinsic Semantics

cmse_address_info_t cmse_TT(void *p) Generates AT instruction.

cmse_address_info_t cmse_TT_fptr(p) Generates &T instruction. The argumentgan be any
function pointer type.

cmse_address_info_t cmse_TTT(void *p) Generates &T instruction with theT flag.

cmse_address_info_t cmse_TTT_fptr(p) Generates &T instruction with ther flag. The argument |
can be any function pointer type.

The resilt of theTT instruction is described by a C type containingfieids. This type isised as the return type
of theTT intrinsics.

Address range check intrinsic

Checking the result of tHET instruction on an address range is essential for programm@glins used to check
permissions on objects larger than a byte. The address raggeictrinsic can be used to perform permission
checks on C objects.

Intrinsic Semantics

*cmse_check_adress_range (void *p, Address range chedchtrinsic. Itchecks the address rang
size_t size, int flags) fromptop +size i 1.

“cmse_check_pointed_object (void *p, Returns the same value as

int flags) cmse_check_address_range(p, sizeof(*p), f)

Thecmse_check_adress_range intrinsic operates under the assumption thatconfiguration of the SAU,
IDAU, and MPU is constrained as follows:

1 An object is allocated in a single region.
9 A stackis allocated in a single region.

These points imply that a region does not overlap adggons. ThaT instruction returns an SAUDIAU, and

MPU region number. When the region numbers of the start and end of the address range match, the complete
range is contained in one SAU, IDAU, and MPU region. In this cas@Twastructions are exeaed to check the
address range.

Example:

void GetlncidentLog_s (struct  IncidentLog_t *IncidentLog_p ) __ attribute_ (( cmse_nonsecure_entry  ));

void GetlncidentLog_s (IncidentLog_t *Incidentlog_ p ) {
memcpy (IncidentLog_p_ok , &IncidentLog , sizeof (IncidentLog _t));

You canverify that the target address within the nofsecure memory regiamsing the
cmse_check_adress_range intrinsic

void GetlncidentLog_s (IncidentLog_t *IncidentLog_p ) {

struct  IncidentLog_t * IncidentLog_p_ok
IncidentLog_p_ok = cmse_check_address_range (IncidentLog_p , sizeof (Inc identLog t ), CMSE_NONSECURE
if  (IncidentLog_p_ok I= NULD {
/* requested copy range is completely in non - secure memory */
memcpy ( IncidentLog_p_ok , &lncidenttog , sizeof (I ncidentLog_t ));
else

/ldo something else

AN291 - Using TrustZone on Amv8-M Copyright © 20B Arm Limited. All rights reserved
feedback@keil.com 8 keil.com/appnotes/docs/apnt_291.asp



Asynchron ous modifications to currently processed data

Secure code shoultevertrust nonsecure data, as it may be modified by interrupt handlers. High priority
interrupts in norsecure statean interrupt the secure code execution and changsewume data.

Example:
void setup_entry (struct  config *c, int value ) {
if (c->index > 0 && c->index < sizeof (array )) {
array[ c->index ] = value ;

}

To overcome this situation, copy neacure data before validation and usevthatile  attribute to disald
potential compiler access optimizations:

void setup_entry (volatile struct  config *c, int value ) {
int index_.s = c->index ;
if (index_s > 0 && index_s < sizeof (array )) {
array[index_ s ] = value ;
}
}

CMSIS-RTOS v2 for Arm v8-M

A RealTime Operating System (RTOS) is required frequently for applications that perform multiple tasks
simultaneously. These tasks are executethieads that operate in a quparallel fashion.

It is certainly possible to create rd@he applications withoutraRTOS (by executing one or more tasks in a

loop) but usually there are numerous scheduling, maintenance, and timing issues thatsiy dwhed by

using an RTOS. For example, an RTOS enables flexible scheduling of system resources like CPU and memory
and offers methods to communicate between threads.

CMSISRTOS v2 is a fulifeatured RTOS for nesecure applications and supports fiorcicalls to the secure
state and callback events from the secure state. It manages microcontroller resources @ethisible concept
of parallel threads that run concurrently.

To reduce the potential surface for hackers and to avoid unnecessarydstatidayr CMSISRTOS is running in
the nonsecure state and its functionality is also only available teseonre softare. This is acceptable as most
security related software components do not require RTOS functionality.

To utilize the TrustZone foArmv8-M, it is necessary to split the RTOS into portions that execute in the
nonsecure and in the secure state of thegssor:

Non-secure state Secure state

Application Library functions
—_—
——
Mutex .
Events Sempahore System monitor

Thread Memory
Time RTOS Scheduler Time Scheduler

The secure state provides data and firmware protection and a system monitor for operation protection. This
system monitor incldes an additional time scheduler using the secure SysTick timer and runs on the secure Main
Stack Pointer (MSP_S) the laighest interrupt priority.

AN291 - Using TrustZone on Amv8-M Copyright © 20B Arm Limited. All rights reserved
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RTOS thread context management

To provide a consistent RTOS thread context management for TrustZdkrenfieB-M across the various real

time operating systems (RTOS), CMSI®RE includes the header fite _context.h  with API definitions. A
nonsecure RTOS application calling secure library modules requires the management of the secure stack space.
Since secure registers cannot be accessed by an RTOS running isexti@nstate, secure functions implement

the threadtontext svitch.

As the norsecure and secure parts of an application are separated, the API for managing the secure stack space
should be standardized. Otherwise the secure library modules would force #ecoom application to use a
matching RTOS imgmentation.

Non-secure state Secure state

RTOS_NS (non-secure part) RTOS_S (secure part)

* RTOS API functions * Context switch to handle secure state
* Thread scheduler with SysTick handler ———————> registers

*  Resource handling for non-secure objects » Called by RTOS_NS

*  Manages thread stack (PSP_S)

In nonsecure state, the task scheduler (RTOS_NS) is executed and all threads are started. Thread execution starts
in nonsecure state. The complete OS function API is available to code running in teecune state.

To allocate the contexhemory forthreads, aon-secureRTOS kernel calls the interface functions defined by the
header filez _context.h . Theinterfacefunctionsthemselvesire part of the secure application

1 TZ_InitContextSystem_S initialize the secure context memory systénis functon is called during
RTOS initialization.

1 TZ_AllocModuleContext_S: allocatecontext memory for calling secure software modutlleis function
is called on the creation of a thread.

1 TZ_FreeModuleContext_S release previously allocated context noeyn this function is called on the
termination of a thread.

1 TZ_LoadContext_S load the secure context; this function is called on a thread context switch.

9 TZ_StoreContext_S store the secure context; this function is called on a thread centigth.

A minimum impkementation should handle the secure stack for the thread execution. Hatwe\aso possible

to implement the context memory management system with additional features such as access control to secure
state memory regions using EtPU. CMSIS contains aeference implementation (user code template

tz_context.c ) as part of CMSIRTOS v2.
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Arm v8-M debug
The MDK debuggeoffers connection to:

1 simulation modebf a virtual system
9 target hardware using debug adapters

For application veffication and optimizabn the MDK debugger offeravo access modde Armv8-M:

1 Secure with access to the complete system including sesodenonsecuregprogrammers views.
1 Non-secure: with access to the reecure programmers view only.this mode, iere is no way to
analyzecode that is executed in the secure state of the device.

Simulation model

Fixed Virtual Platforms (FVPs) enable development of software witteautiing access to physichbhrdware
andallow software verification prioto silicon availability.The functonal behavior of a FVP is equivalent to real
hardware but sacrifices absolute timing accuracy to achieve fast simulation speed.

MDK -Professionaincludes an FVPfor Arm CortexM23 andCortexM33 that simulates a complete system
including peripherals.

Secure debug access

Secure access offers full visibility to all instruction execution, menmegions, and device peripherals. It allows
to debug and tradfe secure and the n@ecure software running on the target. Debugging of secure firmware is
only availdle in this mode.

Secure access can be controlled via debug authentication mé&theds methods are defined with the element
<sequence name="DebugDev iceUnlock"> in the PDSC file of the related Device Family Pack. For more
information refer to the CMSISodc u me nt at i o n-Packi Bagk Dedtripthdis (F.FDSC) Formit
Debug Access Sequenceso.

Non -secure debug access

The nonsecure debug view protedtee secure memory and peripherals. These are invisible to the debugger in
nonsecure mode. Debug anddeacapabilities are limited to neecure system resourc@se following
limitations can occur:

1 Non-secure debuggers cannot read the register AIRCEBRESETREQS. This means that a
SYSRESETREQ via the reset button cannot be blocked up front. A fail oRESITREQ can only be
detected after trying to do so.

1 Depending on the security measures of the target system, further restrictions in terms ofosecure/n
secure memory visibility may apply.

1 Singlesteps from noisecure state to secure state can leaddagel "run” phase if a lot of secure code is
executed before returning to neacure state.

9 Pushing the stop button while executing secure code magnndiately take effect. The CPU continues

to run until entering nosecure state.

Memory access breakimbs are never hit, if defined for secure memory.

Setting SW breakpoints may fail due to memory access restrictions

Setting HW breakpoints has effect if defined for secure code

Resets with reset vector catch can lead to a longer "run" phase if sémuoé code is executed before

entering norsecure state for the first time

Depending on the target system, limited delogesses tmemorycan show as errors ("Cannot access

memory") or as RAZ/WI

The secure MPU arithe SAU setup cannot be reag & nonsecure debugger

CPU peripherals have limited visibility to sensitive information

Secure variants of banked CPU registers are not readable

Trace of secure resources (secure instructions/secure memory) is skipped

= = =4 =4 =9

=a =4 =4 =4
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1 Depending on DWT settings, the DWTaty counter may be halted throughout secure code execution.
This can falsify trace timestamps and the states value in the pVision register wasdeel] as the stop
watches.

Arm v8-M debug components

The newArm CortexM23 and CortexM33 processor corasse theArm CoreSighE technology which
introduces powerful debug and trace capabiliflé® following components are available (depending on the
implementation):

Component Use

InstrumentatiorTrace Macrocel(ITM) Provides information for annotated tramgput; also used for
simple printfstyle debugging

Data Watchpoint and Tracmit (DWT) Provides PC (Program Counter) sampling eweint counters that
show CPU cycle statistics, exception and interrupt execution
timing statistics, and trace datdata reads and writes used for
timing analysis)

Embedded Trace Macrocell (ETM) Provides high bandwidth instruction trace via the TPIU

Trace Port Interface Unit (TPIU) Provides an output path for trace data from the DWT,
ITM, and ETM

Flash Patch and Brkpoint unit (FPB) Supports setting breakpoints on instruction fetches

These omponentareoptiondly avalablein Arm Coitex-M23 implementationsPleasaefer to your deviois
reference manual.
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Create Arm v8-M software projects

The steps to create a néwmv8-M software project in MDK are:

1 Define the overall system and memory configuration. This has impact on:

0 Setup secure and n@ecure projects, optional with mufirojectworkspace

o Add startup code

and
0 Reflect memory configuration in the CMSCre filepartition_

0 reexlurenpdojeatso dul e t o
<device> .h

1 Define the API of the secure software part in a header file to allow usage frowntkecure part
1 Create the application software for the secure and thasecure part

System and M emory configuration

The definition of the memory layout is typically the first step of the system design. While the memory ranges may
be reconfigured durinthe development cycle you should try to get a good initial setup. In the initial project phase

you should also define the usage of peripherals along with the related interrupts in the securesacdneon

domain.

Memory Description

0x00000000 ..| ROM for secure program part
0x001F0000

0x00200000 ..| ROM for norrsecure program

0x003F0000 | part

0x20000@0 .. | RAM for secure program part
0x201F0000

0x20200000 ..| RAM for nonsecure program

0x203F0000 | part

0x40000000 ..| Peripherals accessible by non
0x40040000 | secure program part

Startup Code

To add the startup code to your project select the
software canponentDevice:Startup available in the
dialog Manage RuiTime Environment. The startup
code provides the filpartition_  <device >.h which
configures the system and memory setup in the secui
project.

O6Mai nd modul e

The user code t empimadiMe ¢
can be used to add the main function for the secure
project.The defineTZ_START_NS specifies the address

of the vectortable in the norsecure part.

Setup secure an d non-secure projects

_] partition_ARMCM33.h

Bgand Al | Collapse Al | Help [ Show Grid
Option Value
—|-Initialize Security Attribution Unit (5... [v
Enable Sal [w
When 5AU is disabled All Memery is Secure
—I-Initialize Security Attribution Unit (5...
—|-Initialize SAU Region 0 [v
Start Address 00000 0000
End Address 0x001F FFFF
Region is Secure, Mon-5ecure Callable
- Initialize SAU Region 1 [w
Start Address 0x0020 0000
End Address 0x003F FFFF
Region is MNon-5ecure
—|-Initialize SAU Region 2 [v
Start Address 0x2020 0000
End Address 0x203F FFFF
Region is MNon-5ecure
—|-Initialize SAU Region 3 [v
Start Address 0x4000 0000
End Address 0x4004 0000
Region is Non-5ecure
+-Initialize SAU Region 4 [
+-Initialize SAU Region 5 [
+-Initialize SAU Region 6 [
+-Initialize SAU Region 7 [
+-Setup behaviour of Sleep and Excep... [v

Floating Point Unit usage
+-Setup Interrupt Target

Secure and Non-5ecure state

Figure 6 Configuration settings in partition_<device>.h

The following explains the project setup of the secure anesaouare parts. Both projects must use theesam
processor configuration. First, create the secure project as it contains the interface forstain®project. It is
recanmended to create both projects in the same base directome¢tg.and use sublirectories for the secure

and nonrsecure part

AN291 - Using TrustZone on Amv8-M
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Step 1. Secure project setup
Create new pI’OjeCtest \ Test_s \ Test_s.uvprojx

Add the software componen®MSIS:CORE and
Device:Startup.

Thepartition_  <device> .h file is added which
allows memory layout configuration.
(= Initialize SAU Region 0 [v

Start Address (00000 0000

End Address 0:001F FFFF

Region is Secure, Non-5ecure Callable
[=-Initialize SAU Region 1 [v

Start Address 00020 0000

End Address 0x003F FFFF

Region is Maon-Secure

Memory settings undédptions for target should
reflect these memory settings.
Set theSoftware Modelt oSediure Mode :

Device Target | Output | Listing | User | C/Ce+ (ACH) | Asm | Linker | Debug | Utitties |

ARM ARMCM33_DSP_FP_TZ

Code Generation
tal (MHz): [120 ARM Compiler- [ Use default compiler version v |
Opersting system: [ Nane =] | [ sofiware Mode: [Sccure Hode |
System Viewer Fle: |
[ARNCM335vd I Use McroL1g I Big Encian
[ Uss Custom Fils Floating Pairt Hardware:  [Single Precision _~ |

Step 2: Nonsecure project setup
Create new pI’OjeC'ﬂest \ Test_ns \ Test_ns.uvprojx

Add the software componen®MSIS:CORE and
Device:Startup.

Thepartition_  <device> .h file is included for
reference only and ignored in the reecure project.

Memory settings undédptions for target should
reflect the memory settings from the secure project.
Set theSoftware Modelt oNoriSecure Mode :

Device Target | Output | Listing | User | C/Ce+ (ACE) | Asm | Linker | Debug | Utittes |

ARM ARMCM33_DSP_FP_TZ
Code Generation

al (MHz): |120 ARM Compiler: | Use default compiler version =
Operating system: | None ﬂ [Software Model: WNon-Secure Mode LI]
System Viewer File: I

[ Use MicroLIB
Floating Paint Hardware:

|=RMCMEstd [” Big Endian

Single Precision -

™ Use Custom File

Read/Only Memory Areas Read/Write Memory Areas Read/Only Memory Areas Read/Write Memory Areas
defautt  offchip Start Size Statup | | default off-chip Start Size Molrit default  offchip Start Size Startup | | default  off-chip Start Size Nolnit
™ ROMI: c ™ Ram r " RoMi: (@) I~ Ram r
[~ ROMZ (@) r RAMZ r [T ROMZ: (@) r RAMZ r
™ ROM3: el [ RAMZ r I~ ROM3: al [ RAMZ r
on-chip un-cﬂ% on<chip on-chip
L » [,7 |ROM1: |20 (6200000 & || @ [RAM1 |(:20000000 (020000 ™ I‘ [~  IRoMi: [0 0200000 s - ™ |RAM{. [x20000000  [B20000 r
[~ IROMZ: [x200000  [(x200000 ~ || T RAM2 [®x20200000 |mnﬂ | — I IROM2: |mrm IMDDDDD « ¥ IRAM2 szmm |wm r”

Add the source code ftine nonsecure project. The
source code should use the same interface header file
as the secure project.

Add the source code for the seeyroject. This
should include an interface header file with the API
of the nonsecure function entries.

These entries are available foetnorsecure project Add also the import librar:
via an import library with the name from the secure project:
.\ Objects \ Test_s_CMSE_Lib.o Get Filetype for Test_s.CMSE_Lib.o' 7 s

The object file name is alwayseated according to
this rule:<projectname> _CMSE_Lib.o inthe
Objects directory.

Cancel

File:

| MTest_s"ObjectshTest_s_CMSE_Lib.o

Cbiectfie

Type:

For good debug experience and CMSIS compatibilityteeCompiler options on th&/C++ (AC6) tab to:
Optimization: 010 d.anduage C fic9%® :

Language / Code Generation
™ Execute-only Code
[Dptimizaﬁnn- |01
[
™ Link-Time Optimization
™ Split Load and Store Multiple
[¥ One ELF Section per Function

ﬂ [Language C: ]c&B _‘JI
Language C++: m

IV Short enums.fwehar
™ use RTTI
I~ No Auto Includes

Wamings: |AII Wamings
LJ] I Tum Wamings into Emors
™ Plain Charis Signed

™ Read-Only Postion Independent
™ Read-Write Position Independent
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Step 3: Multproject workspace

A multi-project workspace allows you to
work on both projects at the same time.
Create a multproject workspace project in
theTest directory and add thergject files
for secure and nesecure projects. The
secure project must be first in order to
create the import library for the n@ecure

Create New Multi-Project Workspace

uVision Project ttems |

pVision Projects:

C"-Tast'-.Test_ns"-.Test_ns Uvpropx

. Set as Active Project
project.
0K Cancel | Help
Now you can us€rojectA Bat ¢ h BndiclickiBéild to create both | B=<eute =
H . Select Project Targets:
projects In sequence. = i
i eV Target 1
I Test_ns Rebuild
L Target 1
Clean
Select All
Deselect Al
Debuggerconfiguration
Setup pVision debugger in the dial@gptions for Target - Debug
f Use: nAMuov8BIIlI Pebuggero
9 DisableLoad Application at Startup
1 Add a debug initialization file:
¥ se: |ModeIsARMvS—M Debugger ﬂ Settings
%
nitizlization File:
I].\Debug.\n\ D]_Ed'rt |
T For t he ArmiBiMo delb s g g e rSettingsdiaag and aneer:
Models ARMWE-M Target Driver Setup =
Debug |
% Use: Launch Simulation
Command: [ \KeivEVARNINFUP\IPS2_Cortex I FUP_MPS2_Cortex-M33_MDK exe Cennection Tm=out
Arguments: |\ 1o jv (Sec)
Target: |cpuD J
Configuration File
[C\Kei_vB\ARM\FVPMPS2_Cottex-MVARNCM33_DSP_FP_TZ_corfig bt J Edi Generate
" Use: Running Simulation
[
r [peei]
0K | Cancd |  Heb |
9 TheDebug.ini file is executed at the debugger start. Enter the following commands:
LOAD "\\ CM33_ns\ \ Objects \\ CM33_ns.axf" incremental /l'load non - secure part
LOAD "\\ CM33_s\\ Objects \\ CM33_s.axf" incremental /' load secure part
RESET /I reset device
g, \\CM33_s\ main_s \ main /'/ run to O66maind in secur ¢

AN291 - Using TrustZone on Amv8-M
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Example: TrustZone for Arm v8-M No RTOS

This example project shows a basic TrustZonéA\fonv8-M setup. The apptation uses CMSIS and can be

executed on a Fixed Virtual Platform (FVP) simulation model. It demonstrates function calls between secure and
nonsecue state. The secure application sets the system up and stasescooe application which calls a secure
function from the noisecure state. It also calls a secure function that calls back teseoare function. All

variables used in this applicatican be viewed in the puVision Debugger Watch window.

Multi -project workspace setup

Once you have opened theject, you will see two projects in tirojectwindow. The secure project is called
CM33_s and the nesecure project is CM33_ns.

Project R
SRE?) WorkSpace
KL s
- 7 PV | Secure project
- 4 FVP Simulation Model
= i Secure Code
#_] main_s.c Securemain () function coming from the CMSIS 5 user code template

= L Interface
L] interface.c Interface application code

- & Documentation

) Abstract.tt Short project description

& cwmsis

= ’ Device

_] partition ARMCM33.h (startup) | SATU setup file for the ARM Cortex-M23

] startup_ARMCM33.s (Startup)

7] system_ARMCM33.c (Startup)

= 1 Project: CM33_ns Non-secure pl'oject
= = FVP Simulation Model

=) l& Non-secure Code

[ main_ns.c Non-secure main () function, calling functions from the secure space
- | CMSE Library
] CM33_s CMSE Lib.o Secure import library required for non-secure part
& cmsis
@ Device

Figure 7 Secure/nonsecure multiproject workspace

Program Code

The secure main_s.c file is awwile as a user code template from the CMSIS pack. No modifications were made
to this file. Basically, it sets up the ngecure process and main stack pointers, as well as the reset handler and
then switches to the nesecue state.

The functions that aravailable to the nosecure state are declared in interface.h and implemented in interface.c:

#include <arm_cmse.h> /I CMSE definitions

#include "interface.h" /I Header file with secure interface API

[* typedef for non - secure callback functions */

typedef  funcptr funcptr_NS __ attribute (( cmse_nonsecure_call  ));

/* Non - secure callable (entry) function */

int  funcl (int x) __ attribute (( cmse_nonsecure_entry )) {
return X+3;
}
/* Non - secure callable (entry) function, calling a non - secure callback function */
int  func2 ( funcptr callback , int  x) __ attribute_ (( cmse_nonsecure_entry ) {
funcptr_NS callback_NS ; /I'non - secure callback function pointer
int vy;
/* return function point er with cleared LSB */
callbback_ NS = (funcptr_NS ) cmse_nsfptr_create (callback );

y = callback_ NS  (x+1);

return  (y+2);

}
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By definition, a norsecure function call must use function point@iss is a consequence of separating secure
and norsecure code into separate execlatdites. So we first define a function pointer for regcure callbacks
with the CMSE attributemse_nonsecure_call . This function attribute also tells the compiler tmgrate
registerbank saving and clearing code.

funcl is a nonsecure callable or eptfunction (marked with the CMSE attributmse_nonsecure_ entry ).
This makes the function callable from the secure or theseonre state, but while executing, it doesamange
its context. It will be executed in the secure state.

func2 is different. Itis also an entry function, but it uses a function pointer for a callback function. Within the
function, this function pointer is used as a{s@gure callback function paer. The CMSE intrinsic
cmse_nsfpt_create returns thevalue of the callback functiopointer, only with its LSB cleared which marks

it as norsecure. The state switches from secure tessmure, the function executes, and the result is returned to
the £cure function which then returns it to the remture state.

The main_ns.c file maiy consists of the following code:

é
volatile int vall, val2;

/* Non - secure function */
int  func3( int Xx);

int func3( int x) {
return  (x+ 4);

}

/*  Non- secure main() */

int  main( void ) {

/* Call non - secure callable function funcl */
val 1 =funcl ( );

/* Call non - secure callable function func2
with callback to non - secure function func3 */
val2 = func2 (func3, );
while  (1);

}

func3 is a nonsecure function. Imain() , the norsecure code calls the ngacure cidable functionfuncl and
the nonsecure callable functioianc2 . Forfunc2 it usesfunc3 as a parameter and this is why in main_s.c the
function pointer to this function is marked as being-seaure.
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Call sequence
Figure8 shaws the call sequence ofgdho RTOS example including the secure/neacure state transitions.

Set up non-secure PSP, MSP, and
Reset_Handler

ystem iz set up

| NonSecure_Start

val = funcl(l); |

Mon-secure callable function call

| Execute Funcl

Return 1+3

| vall = 4 |
T

| valZ = FuncZifuncd, 2);

Mon-secure callable function call

| Execute funcz

Function call to non-secure callback

Execute func3 |

Callback return 3+d

| Execute Func?

Return 7+2

| valz = 9 |
T
i

Figure 8 No RTOS example secure/nosecure state switches

Project Build

To build both projects at once, goRooject A Bat ¢ h Bwuuselthe Batch build icd2. Build both projects
in one step using tHauild button:

Batch Build =]

Select Project Targets:

E-CM33_s Build
¥ FvP Simulation Model
£ CM33_ns Rebuild
¥ Fvp Simulation Model
Clean
Select Al
Deselect All
Help
Close

TheBuild Output window will show a successful build without any errors or warnings:

Build Output 1B
linking... ~
Program Size: Code=460 RO-data=224 RW-data=4 ZI-data=4204

".\D}:]Ects\CHSSins.axf" - 0 Error(s), 0 Warning(s).

Build Time Elapsed: 00:00:01

Batch-Build summary: 2 succeeded, O failed, O skipped - Time Elapsed: 00:00:03

4 [m

< m r
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Debug non -secure to secure state switches
The following describes howreonsecue program calla function in the secure mode.

1. Set a breakpoint in main_ns.c at line 42. This is the call frorrsRoure mode to the function funcl in
the secure memory area.

2. Click RunlE! or F5 and the program stops as shown here:

3. Note the addresin theDisassembly window (in this case) is 0x000200256. This is in thes@cure
memory as specified in thpartition_ ARMCM33.h  header file. At the bottom right this is also
disp|ayed Q! CPU: Mon-Secure

4. This will also be displayed in the Registers window.
5. Click on he Disasembly window to bring it in focus.
TIP: It is important that the Disassembly window remains in focus. This ensures steps are by assembly

instruction. Otherwise the steps wildl be byecweour ce
state switch.
Disassembly 15
Enter secure mode i vall = funel (D); 2
6. Click Stepf} or F11 once to reach the BL instruction. ) Ooggézss » ; wmbg“bff
7. This is the Branch with Link to the funcl function in the Secure | Siiici: micies wom  coimae o
0x00200260 F2C20120 MCOVT rl, #0x2020
memory al‘ea 0x00200264% 6008 STR r0, [r1,#0]
486: val2z = func2 (func3, 2);
8. Click Stepf or F11 to execute this BL. oxo0306266 F2402051 MOV ro,foxzsy
0x0020026A F2C00020 MOVT ro, §0x20 k=
9. The program will jump to the veneer SG (SecGate)nstruction !« '

] main_ns.c - x

at 0x0460 as shown below:

37 L -
Disassembly L= 38 /* Hon-secure main() *#/
E{)OXUOOO(HEU E9TFESTF 3G - 39 int main(void) {
0x00000464 F7FFBF46 B.W funcl (0x000002F%) 40
0x00000468 ESTFESTF SG 41 /* Call non-secure callable function fu
0x0000046C F7FFBFTE B.W funcz (0x00000360) u} 42 vall = funcl (1);
Note that this is in the secure memory area. 28] [+ Call mon-secure callable funccion fu
45 with callback to non-secure function
10. Click Step£*# or F11 to execute SG. 26| va1z = funcz (unca, 21
) 48 while (1); -
11. The CPU will now change to Secure mq cru: secure i :

12. Click Stepf*t or F11 to execute B.W.

13. The program counter will now be at the beginrifighefuncl function.

14. Note the memory address is 0x02F4 which is in the secure area.
Exit securestate and switch back to norsecure state

15. Find the instruction BXNS near line 0x035C at the end of the funcl function.

16. Set a breakpoint on this line and click Relhor Fs.

17. Unselect the breakpoint as we do not need it.

18. BXNS is a newArmv8-M instruction that is used when returning from an entry function.

19. Click Stepf*# or F11 twice.

20val 1 will show t hethelCBUns back in nesecuednidde cPu: Non-secure  t h a t

The cyde is now complete. Go tDebugA Breakpoints (or press CtrB) to unselect the breakpoint you set in
main_ns.c.
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Example: TrustZone for Arm v8-M RTOS

The example projedirustZone for Armv8-M RTOS is based on thHo RTOS example(explained on pagé)
but adds anRTOS layer. It differs from the No RTOS example as follows:

9 It uses thesource_NSvariant of thesoftware compone@MSIS:RTOS2 (API):Keil RTX5 which adds
RTX in source code format

1 The user code templatz_context.cis addedo provide the implementatioof the context management
API

Theonly code changes are in the main_ns.c fiistead of callig the norsecure callable functions, it is running
RTX with threads that contain the function calls.

Call sequence
Figure9 shows the call sequence of IR&€OS example including the secure/neacure state transitions.

ok tate ecure state ok tate
hreadh TREGE] h
caunterf = Funcl cauntert = Funcl
(countera) Ccountersa;

Hon-secure callable Hon-secure callable
function call function call
Execute funcl Execute funcl
Return counterf+3 Return counterB+3
caunterfi = FuncZ cauntert = FuncZ
(callbackn, counterdd: (callbackB, counterBl:
Hon-secure callable Hon-secure callable
function call function call
Execute func? Execute func?
Function call to Function call to
non-secure callback non-secure callback

Execute callbackB
Execute callbackd Wait for flags to he
set

Callback return Set flag for Threadb
Execute funcz

Return_4+z Callhack return

Execute funcz

Return d+z

Figure 9 RTOS example secure/nossecure state switches
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Example: TrustZone for Arm v8-M RTOS Security Test s

The ®cure/norsecure RTOS example with security test cases and system resboery how thé&rmv8-M
architecture reacts to potential security attacks. Each attack gets recorded in a log file and the application is
automaticallyreset.

As for the previos progct example, the secupeojectis used to boot the device and then haokr to the non
secureproject Herg the usecan trigger variousecurityattacks/faults:

1 lllegal secure call(TestCase=0)this attack tries to call directly into securemuay.

1 Stack overflow (TestCase=1)this fault tries tallocate more memory on the stack tlaamilable by
creatingalocal variable thais too large.This will cause a PSPLIM error.

9 Division by zero(TestCase=2)this example faulis caused by a divien by zero. The fault is only
generated, wheSCB_CCR_DIV_0_TRHs set.

91 Data attack (TestCase=3)tries to let securdomain overwrite secure memory by providing a pointer
outside of the nosecure memory area.

1 Play dead(TestCase=4)this attack simulates broken norsecure application which is not returning. A
secure SysTick watchdog is used to detect this inactivity.

You can run the exaple in the [Yision debuggewithout hardwareBuild the projects, enter debug mcle

(Ctrl+F5) and anEl (F5) the progct. In theCommandwindow, entefTestCase= n (see test case numbers
above)

Command LA

Include "C:\\06_temp\\RTOS_Faults\\CM33_ns\\..\\Debug.ini"
LOAD "..\\CM33_ns\\Objects\\CM33_ns.axf" incremental

LOAD "..\\CM33_s\\Objects\\CM33_s.axI" incremental

RESET

g, \\CM33_s\main_s\main

WS 1, “counterh

WS 1, “counters

WS 1, “counterC

WS 1, "IncidentLogCopy

WS 1, \\CM33_s\Incidentlog_s.c\IncidentLog

-~

< »

>TestCase=3

<C-style expression> variable = <expression>

The last four security incidents will be logged and can be observed\iatodt window:

Watch 1 1
Name Value Type
g% IncidentLogCopy 0x20200140 &Incident... |struct <untagged> ﬂ
7 MagicNumber O0xABABABAB unsigned int
? RecentEntry 0x00000001 unsigned int
& % Entries 0x20200148 struct <untagged...
=% [0 0x20200148 struct <untagged>
¢ [T 005 IR_SECDAT enum (uchar)
* " Flags 0x01 unsigned char
? Reserved 0x0000 unsigned short
? Time 0x0000000D unsigned int
? Location 0x0000041C unsigned int
B [1] 0x20200154 struct <untagged>
B¢ 2] 0x20200160 struct <untagged>
34’ tack + Locals | Watch 1 j Memory 1
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Appendix

MDK 8 Microcontroller Development Kit

Arm Keil MDK is a comprehensive softwadevelopment solution fésrm-based microcontrollers and includes
all components that you need to create, build, and debug embedded applications.

MDK includes theArm Compiler 6 thatombines LLVM technology with highly optimizesrm C libraries. Arm
Comypler 6 improves compatibility with GNU GCC, covers the latest C language standards including C++11 and
C++14, and thérmv8-M Security Extensions for secure application programming.

Sditware Packs add device support and software components which ars agpgiiation building blocks. MDK
includes CMSIS, RTOS, and royalfsee middleware designed for microcontrollers. Tipedty software packs
provide components for 10T, security, eyyation, and networking applications.

The MDK debugger offers access nesdor secure and negecure application verification and optimizatiéin.
connects to both simulation models and target hardware using debug adgliagging is accelerated with
meaningful peripherals dialogs and even while the program is runnint spéed, variables can be inspected

and breakpoints may be altered. Trace capabilities include variable tracking, code coverage, and performance
analysis.

Visit www.keil.com/mdkfor more information.

ULINK 0 Debug/t race adapter series

A ULINK debug adapter connects the MDK debugger to the target system and allows to program, debug, and
analyze applications. Seralire trace offers event and ting information on interrupt execution, RTOS thread
scheduling, code aptations, and variable access. Streaming trace utilizes the ETM technology-fatrasive
performance analysis and complete code coverage during system validation wWitheeadd execution.

Visit www.keil.comulink for more information.

CMSIS d Cortex Microcontroller Software Interface Standard

CMSIS provides industry standard software support for the Gtitegries and includes an opsource software
framework with processor HAL, DSP library, and RTOS kkr@MSISPack defines the distribution of device
support and software components and is widely adopted in the industry.

CMSIS Version 5 is extended for tAemv8-M architecture including access to TrustZone hardware security
extensions. The RTOS API stamrdizes access to the secure domain which ensures software compatibility across
compliant reatime operating systems. The RTX reference implementation is a fulléelarealtime operating

system for norsecure applications that interfaces to the sedoneain for data and firmware protection.

Visit www.keil.com/cmsidor more information.
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http://www.keil.com/mdk
http://www.keil.com/ulink
http://www.keil.com/cmsis

Books

1
T
T
T
T

T

Free! Getting Started with MDK 5:

A list of books onArm processorss found at

www.keil.com/mdk5ihstall.

www.arm.comand search fopooks

uVision® contains a window titiBooks. Many documents including data sheets are lo¢hezd.

The Definitive Guide to thArm CortexM0/MO+

ISBN 9780123854773

The Definitive Guide to th&rm CortexM3/M4 ISBN 9780124080829

Embedded Systems: IntroductionAom CortexM Microcontrollers(3 volumes) by Jonathan Valvano.

Application n otes

1
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=

Arm Compiler Qualification Kit:
Using CortexM3 and CortexM4 Fault Exceptions
CAN Primer using NXP LPC1700:

CAN Primer using the STM32Biscovery Kit
Segger emWin GUIBuilder with pVision
Portingan mbedproject to Keil MDK

MDK Compiler Qptimizations
CMSISRTOSRTX in MDK:

Barrier Instructions

Lazy Stacking on the Cortex4

CortexM Processors for Beginners:

Arm CoreSight

www.keil.com/safety

www.keil.com/appnotes/files/apnt209.pdf

www.keil.com/appnotes/files/apnt 247.pdf

www.keil.com/appnotes/docs/apnt_236.asp

www.keil.com/appnotes/files/apnt 2p4if

www.keil.com/appnotes/docs/apnt_207.asp

www.keil.com/appotes/docs/apnt_202.asp
C:\Keil_v5\ARM\PackARM\CMSIS

Search forDAIO321Aon www.arm.com
Search forDAI0298A on www.arm.com

http://community.arm.com/docs/DG8587

www.keil.com/coresight

Sending ITM printf to external Windows applicationswww.keil.com/appnotes/docs/apnt_24pa

Migrating from CortexM4 to CortexM7 Processors: www.keil.com/appnotes/docs/apnt_270.asp

ROM SelfTest in MDK:
Using SFLink/V2 and MDK:

Useful Arm websites

1

=A =4 =4 =

CMSIS Standards:

Keil Forums:

Arm Developer

Arm University Program
Arm mbed:

www.keil.comlappnotes/dafapnt_277.asp

www.keil.com/appnotes/docs/apnt_286.asp

www.arm.com/msis/www.keil.com/cmsis/

www.keil.com/forum

https://developer.armoen/embedded

Www.arm.com/university

www.mbed.com

Keil Direct Sales In USA:sales.us@keil.corar 806-348-8051. Outside the US: sales.inti@keil.com

Keil Distributors: Seewww.keil.com/distis/
Keil Technical Supportin USA: support.us@keil.conor 800348-8051. Outside the US: support.inti@keil.com
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