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Introduction

This document is a general guide to use the SSE-300 MPS3 TFM-PF CMSIS pack. The CMSIS
pack is to be used with the Corstone-300 platform MPS3 FVP model or AN547 FPGA (AN547:
Arm Corstone™ SSE-300 with Ethos™-U55 Example Subsystem for MPS3). The pack includes

support for TF-M (Trusted Firmware-M), including two example TF-M test projects with and
without bootloader.

This document specifies system prerequisites and explains how to build and run the reference
Blinky example on the SSE-300 MPS3 FVP model and on the AN547 FPGA.

Prerequisites

Note: At time of creating this document, the FVP model is only available for Linux, but expected to be
available for Windows soon. About using the pack with Linux, please refer to the SSE-300 MPS3 BSP
Pack User Guide.

¢ ARMV2M_MPS3_SSE_300_TFM-PF.1.0.0.pack Download from Keil or Install from
Pack Installer

e Minimum Keil MDK v5.30

e (FVP) Download and install Corstone SSE-300 MPS3 FVP model.

e (FPGA) Download and install AN547: Arm Corstone™ SSE-300 with Ethos™-U55
Example Subsystem for MPS3 FPGA files.

e (TFM Bootloader example) Python and imgtool (>=1.7.0) for signing binaries



https://www.keil.com/dd2/pack/
https://www2.keil.com/mdk5/530
https://developer.arm.com/tools-and-software/open-source-software/arm-platforms-software/arm-ecosystem-fvps
https://developer.arm.com/tools-and-software/development-boards/fpga-prototyping-boards/download-fpga-images
https://developer.arm.com/tools-and-software/development-boards/fpga-prototyping-boards/download-fpga-images
https://www.python.org/downloads/
https://pypi.org/project/imgtool/

Pack Installation - Keil MDK

Install ARM::V2M_MPS3_SSE_300_TFM-PF using the Pack Installer. The pack can be browsed
by selecting SSE-300-MPS3 device under ARM Cortex M55 Devices.

5| Pack Installer = ]
Eile Packs Window Help
2] ‘ Device: ARM - SSE-300-MPS3
| [Devices] | Boaras | || 4] | Packs | Examples | ]
Searc: - X Pack Action Description
s /| Summary = Device Specific 1 Pack SSE-300-MPS3 selected B
5% All Devices 8378 Devices f’ | ARM:VIM_MPS3 SSE_300 BSP Up to date | ARM V2M-MPS3 Board Support PACK for CoreLink SSE-3
- % ABOV Semiconductor 39 Devices ={Generic 51 Packs
- @ Active-Semi 17 Devices - Alibaba::AlIOSThings & _Install AlIOS Things software pack
E % Ambiq Micro 10 Devices - Arm-Packs:PKCS11 S Install OASIS PKCS #11 Cryptographic Token Interface
& @ Amiccom 5 Devices - Arm-Packs:Unity % Install Unit Testing for C (especially Embedded Software)
§ % Analog Devices 15 Devices - ARM:AMP | & Install Software components for inter processor communicatior
@ APEXMIC 16 Devices - ARMECMSIS & _Upto date_| CMSIS (Cortex Microcentroller Seftware Interface Standai
% ARM 52 Devices - ARM:CMSIS-Driver & Uptodate | CMSIS Drivers for external devices
2% ARM Cortex MO 2 Devices - ARM:CMSIS- Driver_Validation & Instal CMSIS-Driver Validation
7 i ARM Cortex MO plus 3 Devices - ARMECMSIS-FreeRTOS |€_Install Bundle of FreeRTOS for Cortex-M and Cortex-A
298 ARM Cortex M1 1 Device # ARM:CMSIS-RTOS,Validation & Install CMSIS-RTOS Validation
2% ARM Cortex M3 3 Devices & ARM:mbedClient & Install ARM mbed Client for Cortex-M devices
%8 ARM Cortex M4 iDevices #-ARM:mbedCrypto & Upiodate | ARM mbed Cr librery
24 ARM Cortex M7 5 Devices ® ARM:mbedTLS. & Upiodate | ARM mbed Cryptographic and SSL/TLS library
2% ARM Cortex M23 3 Devices E & Instsll mbed 05 Scheduler for Cortex-M devices
4.5 ARM Cortex M33 10 Devices B & Upiodate | PSA (Platform Security Architecture)
5. ARM Cortex M33 (MPS3) 3 Devices E € Uptodate | Trusted Firmware-M (TF-M) reference implementation of
5% ARM Cortex M35P A Devices - ARMETFM-Test € Uptodate | Trusted Firmware-M (TF-M) Tests
A5 ARM Cortex MSS 3 Devices E »_Install ARM VZM-MPS3 TF-M Platform Suppert pack.
L] ARMCMSS ARM Corter-M35_10 MHz 256 kB RAM 4. - ASN:Filter_Designer & Install Intuitive graphical FIR/IIR digital fifter designer
€3 SSE-300-MPS2 'ARM Cortex-M55. 25 MHz. 1536 kB RAM, . - EmbeddedOffice: Flexible_Safety_RTOS | & _Install Flexible Safety RTOS
ﬁ SSE300MPS3 AEM Cortox-55, 2 Mz | #Keil:: ARM_Compiler | Uptodsic | Keil ARM Compiler extensions for ARM Compiler 5 and A
o %5 ARM 5C000 TDeiee - Keil:iMXRT 105 MWP | & _nstalls NXP i.MX KT 1051/1052 MDK-Middleware examples and ¢
%8 ARM 5C300 1 Device #-Keil:iMXRT1060_MWP | Install- NXP i.MX RT 1061/1062 MDK-Middleware examples and ¢
-5 ARMvE-M Baseline 3 Devices - Keil:iMXRT1064_MWP | _nstalls NXP i.MX RT 1064 MDK-Middleware examples and CMSIS
5 4 ARME-M Mainline 10 Devices =) f|eL | ;l:l

Ready
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Import and build TF-M Test IPC Level 1 project - Keil MDK

Copy the TF-M Test IPC Level 1 project using the Pack Installer. The example project can be
found by searching and selecting V2M-MPS3-SSE-300-FVP Board under the Boards section.

File

e Dewice:  ARM . 55E-300-MP53

Pachis  Window Help

14| - Dwwices ' |Boards|

| 4] Paas | Esamples]

Search:  mpsl

[ Show exsmples from installed Packs only

Board
= ‘1§ AllBeards

# B VEMLMPS3-55E-200 (8)
:

-XB

§

+ B vIM-MP53 (0T) (HPI-03098) | DOTKG CM33 M

Summarny
4 Devaces

SSE-200-MPS3
S5E-300-MPS3

Example

Blinky (VM= MPE3- 558 300-FvP)

TF-M BLZ Test IPC Lewed 1 (VZMA-MAP53-53E-300-FYP)
TF=M Test IPC Ll 1 (V2M1=MP53<558 - 300-FyF)

Action

Description

4 Copy | Blinky exaenpie for SSE300 FYP.

Cop

=
|4 Copy |

TF-M Regression Test {55£-300 MP53)
TF=M Regeession Test (S5E-300 MP53)

|

Resdy

CHLINE

Once copied, open the project using the uVision, and set Project: tfm_s as active: right click on
project name, then click Set as Active Project.

Project

SREE! WorkSpace
59[3 Project: tfm_s

=% Project: tfm_ns

Set as Active Project

Build the project, then select Project: tfm_ns as active, and build that too.
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Run TF-M Test IPC Level 1 project - FVP

After the import and build steps, the following output files will be needed:

- tfm s/tfm s.axf
- tfm ns/tfm ns.axf

The FVP can be run with the following parameters:

<path to fvp>/FVP Corstone SSE-300 Ethos-U55 -a tfm ns.axf -a
tfm s.axf

Run and debug TF-M Test IPC Level 1 (FPGA) - Keil MDK

After the import and build steps. Create the binaries from the axf file using fromelf:

fromelf.exe --bincombined --output tfm s.bin tfm s.axf
fromelf.exe --bincombined --output tfm ns.bin tfm ns.axf

Copy the binaries to the SD card and use the following addresses in images.txt:

IMAGEOADDRESS: 0x00000000 ;
IMAGEOUPDATE: AUTO ;
IMAGEOFILE: \SOFTWARE\tfm s.bin ;
IMAGE1IADDRESS: 0x02060000 ;
IMAGE1UPDATE: AUTO ;
IMAGELIFILE: \SOFTWARE\tfm ns.bin ;

Restart the FPGA.

Select tfm_s as Active Project. In “Options for Target...”, in the Debug tab, Use: “CMSIS-DAP
ARMv8-M Debugger” is selected. Depending on your setup, you can also use “ULINK Pro
ARMv8-M Debugger”.

W Options for Target ‘Target 1'

Device I Target I Cutput I Listing I |ser I C/C++ {PCG}I Asm I Linker Lkilties I

" Use Simulator  with restrictions Settings | i+ Lse: ICMSIS-DAP ARMv8-M Debugg | Settings
[T Limit Speed to Real-Time

Click Settings. Make sure that on Debug tab, at Debug section, Reset after Connect is
unchecked and Reset is set to HW RESET.



CM5I5-DAP ARNMwE-M Target Driver Setup

Trace I Flash annluadl Pack I

—CMSIS-DAP - JTAG/SW Adapter— —SW Device
I ﬂ Grror | e

SWDIO Mo Debug Unit Device found
Serial No: I
]
Firmware Version: I —

1 e

W SiijE Por: Im % Automatic Detection ID CODE: I
" Manual Configuration Device Mame: |
Max Dud{:IWI'u'IHz TI
sod | | Delete | | Update | AP
— Debug

Connect & Reset Options
Connect: | Nomal
[~ Reset after Connect

Cache Options Download Options ———

¥ Cache Code [ Verify Code Download
v Cache Memary [T Download to Aash

= || Reset: |HW RESET |

[~ Stop after Reset

| ok || cancel | Help

In Flash Download tab, Do not Erase is selected and none of the checkboxes are checked and
on Pack tab, Enable is unchecked.

CMSIS-DAP ARMv8-M Target Driver Setup CMSIS-DAP ARMvE-M Target Driver Setup

Debug | Trace [ Flash Dowrload] | Pack | Debug | Trace | Rlash Download | Pack

Download Function ~ Debug Description
" Erase Ful Chip | ™ Program .
LOAD Pack: ARM.V2M_MPS3_SSE BSP.1.1.
§3 C EeseSecton |1 very MESISSE- 300 BSE:1.1.0
o |z° Donot&asel I_Resetmd&n_ [~ Enable [T Enable Flash Sequence

Click OK. At Utilities tab, make sure that Update Target before Debugging is unchecked.

W Options for Target 'Target 1'

Device | Target | Output | Listing | User | C/Co+ (AC6) | Asm | Linker | Debug

Corfigure Hash Menu Command
{* |Jse Tanget Dyiver for Flash Programming ¥ Use Debug Driver
— Use Debug Driver — Settings | | I Update Target before Debugging

Click the debug button at top to start a debug session.

B ssiveroarmve vbll B #| @-|e o & &-|B-| X

After connection, Reset is only possible when the target is running. If you wish to Reset the
target, make sure to Run the target before pressing Reset.
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Import and build TF-M BL2 Test IPC Level 1 project - Keil MDK

Note: Secure side image (tfm_s) and non-secure side image (tfm_ns) are signed and encapsulated with
header and trailer during post build process. The following external tools are required:

- python + imgtool (>=1.7.0)

The above executables need to be in the command line path.

Copy the TF-M BL2 Test IPC Level 1 project using the Pack Installer. The example project can
be found by searching and selecting V2M-MPS3-SSE-300-FVP Board under the Boards
section.

% Pack Installer

File Packs Window Help
e | Board: V2ZM-MPS3-55E-300-FVP
ﬂ DHI"II:ES/VI Boards I M ﬂ PacI(S/VI Examples I ﬂ
Search: mps3 - x |7 Show examples from installed Packs only
Board /| Summary Example Action Description
E|0E3 All Boards 4 Devices - Blinky (V2M-MP53-55E-300-FVP) 4 Co Blinky example for SSE300 FVP.
--Eﬁ V2M-MPS3 (loT) (HPI-0309B) 10TKit CM33 M... -~ TF-M BL2 Test IPC Level 1 (V2M-MPS3-55E-300-FVP) | € Co TF-M Regression Test (SSE-300 MP53)
---Eﬁ V2M-MP53-55E-200 (B) SSE-200-MPS53 " TF-M Test IPC Level 1 (V2M-MPS3-5SE-300-FVP) € Copy TF-M Regression Test (SSE-300 MPS3)
- SSE-300-MPS3
| |
Ready | [onumE

Once copied, open the project using the uVision, and set Project: bl2 as active: right click on
project name, then click Set as Active Project.

W pVision

File Edit WView Project Flash Debug Peripherals Tools 5VCS  Window  Help

NS E @] % R0 || rrmm EEEE|
SEIF K XX

ﬁ ..... [ E ?;'f | Target 1

=24 WorkSpace
B % Project: bi2
% Project: tfm_s
% Project: tfm_ns

Set as Active Project

Build the project, then select Project: tfm_s as active, build it, then finally do the same for
Project: tfm_ns.

Run TF-M BL2 Test IPC Level 1 project - FVP

After the import and build steps, the following output files will be needed:
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- Dbl2/bl2.axf
- tfm s/tfm s signed.bin
- tfm ns/tfm ns signed.bin

The FVP can be run with the following parameters:

<path to fvp>/FVP Corstone SSE-300 Ethos-U55 --data
tfm s signed.bin@0x11000000 --data tfm ns signed.bin@0x01060000 -a
bl2.axf

Run and debug TF-M BL2 Test IPC Level 1 (FPGA) - Keil MDK

After the import and build steps. Create the binary from the axf file using fromelf:

fromelf.exe --bincombined --output bl2.bin bl2.axf

Rename the signed binaries as tfm_s_signed.bin 2 tfm_s.bin and tfm_ns_signed.bin 2>
tfm_ns.bin. Copy the files to the SD card and use the following addresses in images.txt:

IMAGEOADDRESS: 0x00000000 ;
IMAGEQOUPDATE: AUTO ;
IMAGEOFILE: \SOFTWARE\bl2.bin ;
IMAGE1ADDRESS: 0x02000000;

IMAGE1UPDATE: AUTO ;
IMAGELIFILE: \SOFTWARE\tfm s.bin ;
IMAGE2ADDRESS: 0x02060000;

IMAGE2UPDATE: AUTO ;
IMAGE2FILE: \SOFTWARE\tfm ns.bin ;

Restart the FPGA.

Before starting the debug session, select bl2 as Active Project and check the options described
in “Run and debug TF-M Test IPC Level 1 (FPGA)”.



