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Agenda

= CoreSight™ Debug Technology for Cortex-M MCUs
= Debug and Trace Components of a Cortex-M Microcontroller
= Debug and Trace Connectors
= Debug and Trace Adapters and Streaming Trace Concept

= Using Debug and Trace
= Debugging Systems without Stopping Code Execution
= Trace Record Displays
= |TM: Instrumented Trace with Code Annotations
= DWT: Exception Trace, Timing Information, Data Access Trace
= ETM: Instruction Trace for Code Execution Analysis

= Development Tool Demonstration
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Coresight™ Debug Technology (Cortex-M)

Instruction Stream for
Code Execution Analysis,
Time Profiling, Code Coverage

Start, Stop, and Single-step
User Program

rocessor Application Trace
Information:
) ] Debug printf,
Run Control > - ETM Instruction Trace RTOS nfo
- (optional) Unit Test ,

8 Hardware ’
Breakpoints in UML Annotation
User Program -

P 5|  Breakpoint =~ - [T Instrumentation
«—> Unit > Cortex-M3 > e Data Trace or
CPU Core Access Breakpoints
On-the-Fly (while for 4 Variables
User Program runs )
read/wri%e access ) B | DWT Data Waichpoint & Timing Information
: Access Unit Trace Unit PC S li
to Variables and ampling,
Memory Contents 1) CPU & Interrupt Events ) Event Cou nterg,
L Interrupt Execution
Debug ' . Trace Port
Interface Senal Wire Viewer Interface
JTAG (5-pin) or g M 4-Pin Trace
Serial Wire (2-pin v \2 JTAG or Serial Wire Debug v \
+ 1trace pin) Cortex Debu i
g 10-pinor Cortex Debug + ETM
ARMJTAG 20-pin Connector 20-pin Connector (optional) ITM, DWT, ETM
Output via

4 trace data pins

+ 1 clock pi
ITM, DWT Output via clock pin

1 serial trace data pin
(UART or Manchester Mode)

Trace (ETM, ITM, DWT) not available on Cortex-M0O
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Debug and Trace Connectors

20-pin (0.1”) or 10-pin (0.05”) Connector
= |dentical Debugging capabilities
Support 2 Operating Modes:

= Standard 5-pin JTAG mode (device chaining)
= Serial CoreSight mode
= 2-pin Serial Wire Debug (SWD)

= 1-pin Serial Wire Trace Output (SWO) for
Data Trace at minimum system cost

0E6UG + £7r1 || Conex DebugEti 20-pin (0.05") Debug+ETM Connector
e L e = Superset of 10-pin 0.05” Connector

= Adds 4 (trace data) +1 (trace clock) pins
for high-speed Data + Instruction Trace in
any operating mode (JTAG or SWD)

More Information: www.keil.com/coresight/connectors.asp
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Presenter
Presentation Notes
Enhanced Debug Unit
More breakpoints
More data watchpoints
On-the-fly debugging
Debug running applications
Set breakpoints
Read/write memory
Instrumented Trace
Flexible trace options
Data Trace (Cortex-M3)
Optional Instruction Trace (ETM)
Smaller Low-cost Connectors
10-pin 0.05” 
JTAG or 2-pin interface
Single Pin Data Trace
20-pin 0.05”
Adds ETM interface




=

Debug and Trace Adapters

| | TV ULINK2: Debug + Serial Wire Trace
S SKEC w2 | = Flash Programming + Run-Control
| = Memory + Breakpoint (access while running)

= Serial Wire Trace Capturing up to 1Mbit/sec
(UART mode)

ULINKpro: adds ETM + Streaming Trace
= Cortex-M processors running up to 200MHz
PIKEIL  ULINK 7o = 50MHz JTAG clock speed

= Serial Wire Trace Capturing up to 100Mbit/sec
(Manchester Mode)

= ETM Trace Capturing up to 800Mbit/sec

a8

PR { = Virtually un-limited Trace Buffer
- E— 'Y = Streaming Trace allows complete

Code Coverage and Performance Analysis

®
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What is Streaming Trace?

= Trace data transferred in
real-time to debug host

= Capture size only limited by host
resources (harddisk)

= Trace for minutes, hours, or longer

= Required for full code-coverage
and timing analysis

= Today’s workstations can present
trace data instantly

Target Hardware

Host Computer running pVision4

Code Tlmlng Trace ) Access
Coverage Information Instructions Data
Tags

Trace Information de-compressed
Cortex-M A
MCU
Trace
Information I
= | n | | )
. !E l 100MB/sec ' L USB
£ —>
S E Trace Information
2 DIKEIL  ULINK®o  compressed 25MB/sec
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Using Debug and Trace
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Run-Stop Debugging has Limitations

= Stopping code execution changes system behaviour
= Execution timing cannot be analyzed

= Not servicing interrupts may have catastrophic results
= Buffers may overrun or connected hardware gets no service

= Many practical problems result from a run-stop debugging
= Communications systems get into timeout state
= Motor controllers freeze in high current state
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Cortex-M CoreSight Offers Simple Solutions

= #1: Direct memory access to running system

[ | I I I (W Measure - pVision4
Native support in the debugger interface e ————
= Values updated dynamically Al s
. : : & EHO &G o » [0RB6
= In-place editing of live variables Regist
= Breakpoints can be set while system running |25 e —— =
+ time shuct clock { .}
= No software overhead, no extra hardware, e ]
works with any Cortex-M device! el et
o : )®
= #2: printf-style output via an ITM Channe| [
. D value = OxD&3F [
= Qutput details to a debug console D value = DxDA3F
. D wvalue = 0x0840
= Uses CMSIS standard interface D value - 020840
= Intrusive (the debug printf is a routine that D e Al
adds to execution time and needs memory), D value - Dx0B40
but can be shipped within the end product D value - 0x083F
I wvalue = 0xO083F
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race Records (DWT + ITM)

= Trace Records display program flow
= Capture timestamp, PC sample, and Read/Write accesses
= Time delay and lost cycles are noted

= Raw trace data from all trace sources
= Filter window to refine the view

= Updated while

Tupe | O | Murm | Address | Diata | FC | Dy | Cucles | Tirnefz] ﬂ
targ et SySte m Ewception Return - # ] * 331623418 11.56032525
1 1 Ewmception Entry 15 232335378 11.56021358
IS ru n n I n g Drata write * 20000004H Q00a0038H 03000 A2H s 332343424 11.56032533
Ewception Return = 1] “ 332343424 11.56032533
Ewception Entry 15 333055386 11.57021369
Drata write = 20000004H Q00a0029H 000 A2H s 232062430 11.57032542
Ewception Return = 1] s 333063430 11.57032542
Drata write 2000007 3H Q0oanseaH 03000306H X 33333324 11.57407279
Drata w/rite 2000001 8H Q0o00sC4H 08000306H “ 333384693 11.57478740
Ewception Entry 15 233775394 11.58021381 (—
Data write # 20000004H 11.58032550
Exception Retun % 00 v Colnter Events 11.58032550
Drata w/rite 2000001 8H Qooo0sEaH 0300030 : 11.58232724
[rata 'wiite 20000078H Qo0ooscaH [E00030 v EXCEDUOHS 11.58305306
E «ception Entry 15 v PC Samples 11.59021392
Drata write * 20000004H Q000003BH 030007 11.59032558
Exception Retun % O v [T Events 11.59032558
E=ception Entry 15 v Data Reads 11.60021403
Drata write * 20000004H 1000003CcH 030007 . 11.60032567
Evception Retum % 0 v Data Writes 1160032567 |
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Instrumented Trace (ITM)

= 32 ITM channels: write to memory location creates trace data
= Channel O: for printf-style debug information
= Channel 31: for RTX event viewer

Advanced RTX E|

e = Remaining ITM channels
Clve | 3EKE yatem
TID | Tazk Mame Friority | State Delay | EventValue | Ewvent Mask | Stack Load for user data Output
0 oz clock_demon 285 WAIT_ITY 1 14%
2 clock 1 RUMNMIMG 0%
3 pommand 1 READY ED:/o
5 lamead 1 owroly 5 15 // Output 32-bit variable
255 os_idle_deman 0 READY 25% // to ITM channel 1
RTX Kernel X ITM->PORT[1].u32 = value;
Active Tasks] Spstern  Ewent Miewer
kin Tirne: M ax Time: Range: Grid: Zaarn A erte OperaUOn to an ITM
0000626 |3444193s [2000000s [1000000s [f] Out| 40| Sel| @ Runring .
channel memory location creates
Idle .
S nh A RS (AL AL A GO AN JRSL ARL AR 5D a trace record with output value,
hazel i I n i n n Il I 1 n I . -
s SRR R LR Ik AR A S (A RO i AR A time stamp, and program location.
hazel | [ I I [ I 1 I I 1 1 1
pC'OC*ﬂ-ﬁ = m m m = m m = m m om
lzd 1 1 ] i 1l
S R ...................................
o touze Pos Curzor Delta
.| Tirme: 1651030 ¢ 0.000000 ¢ 1651030 ¢ = 0.00605E33 Hz
150. E:UEIIU IS IIIIIIIIIIIIIII 2IEUI.U|UUIU I$ IIIIIIIIIIIII 35IU.IU|:;UUI S
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Detailed Code Analysis (ITM) = PARASOFT

We make software work. . [

EMBEDDED

» Parasoft C++ Test

= Complete C/C++ quality solution for:
= Static code analysis and coding policy enforcement
= Automated code review

= Automated unit and regression testing HOST (DEVELOPMENT) ENVIRONMENT

ELPARASOFT.

= Host and target test execution C++test”
= Coverage analysis ““‘E EE”'%“;; T

Bmaf and Stubs
Llhranes

Executable

= |ntegrated support with MDK-ARM

= Based on ULINKpro streaming trace

= Annotated code uses ITM channel
for unit test result feedback

= More information:
[ Parasoft Booth 11_202 E;Erdzsrrsm: l'b:lfrahﬂgfiry !iwsus:mﬁ;s:i::;d € o5 it's developed, then use the same tests to
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Exception and Interrupt Trace (DWT)

= Statistical information about exceptions and interrupts

= Captures detailed information
= Name and number of exception; number of times entered
= Max and Min time spent in and out of exceptions

Exception Trace |_'}< |
MHum I M ame I Count I Tatal Time I tin Time In I Max Time In I ki Tirne Ot I hdax Time Cut I Firzt Time [z] I Last Time [z] I ~
2 Fbdl a 0z
K] HardF ault a 0z
4 kembd anage i 0z
4] BuzFault a 0z —
E I1zageF ault i IE:

1 Sy Call 475 168236 u: 77500 us 20,736 uz 130,867 us 14549 2 0.00021660 2044273225
12 Dbgkdan 1] O=

14 PendS a 0z

15 SpaTick 2576 4,309 mz 1.417 us 93694 uz TER 222 us 10.0EE mz 000087276 2047015378
16 ExtIRO O a 0z

17 ExtRG 1 o 0z

12 ExtiRO 2 a 0z

19 ExtlRQ 3 a 0z

20 ExtIRO 4 a 0z

21 ExtIRO 5 a 0z

22 ExtRQ & a 0z

23 ExtIRO ¥ a 0z bl

y .-.' (E
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Event Counters (DWT)

= Display real-time values of specific event counters
= Provide performance indications

Extra cycles taken to execute instructions

= May be due to memory contentions (Flash waitstates)
Cycles of overhead caused by handling exceptions
Cycles spent in sleep mode
Number of cycles spent

: Event Counters [5_<|
performing memory accesses — —
Number of folded branch CRICNT:| 2387625 0| Exba Cycles per Instruction
instructions ExCCMT: | 818 0} Exception overhead cycles

SLEEPCHMT: | 2048 E Sleep Cycles
LSUCMT: | RB956 E Load Stare Unit Cocles
FEILDENT:| 46 E Folded lnstructions
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Logic Analyzer (DW

T)

= Allows signals to be monitored graphically
= Monitor variables in the application

= Accurate timing

= Easy, fast analysis of signal tlmmg with access to source code

= View delta changes from
cursor to current location

= Code analysis

= View instruction that
caused variable change

|~

Generate_3ine [&Tone):

DACE = ((Tone.yl »»> 10) & OxFFCO) + Ox8000;
TOIR = 1: F* Clear
VICVectiddr = 0O;

i Time: tax Time: Setup Mindtax

ocuments and Settings\maroni01\My Documents\Keil\uVision Projects\4-Steps\Blinky 3
NewFreg = 0 fl‘
¥

interrupt flag
A% Acknowledge Interrupt

EE®

Setup | Evpart ||| 36.691405 4491022' 5000000 ms [2.500000 m JJMJ“ Aulo
5 5

Je 34

Time: 41.28854
Ol alu
Mewhial

uuuuuu

Dela
41.285988 5 -1.343737 ms = T44.193 Hz
& -2

- ' '
-
41.27500 5

: ’.1.23428.5.5.

4728388 5 il 30000
|

3
0000368

41.32500 5
2
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Instruction

race (E

M)

= Execution history of all executed instructions

= |nstruction Trace window displays: cycle count (timing) and assembly
code synchronized to the C source code.

Filter: IE:-:ecutton-All ll A
M. | Cycles Address Opcode Instiuction
7B17 | 14364 0x000004C4 | ESIF1264 LDR  R1PC.H00264]
7618 | 14366 0x000004C8 | E1C101ED STRH  ROJR1.HOx10)
: 0x000004CC | E1C10000 BIC ROR1.RO
7620 | 14366 0x000004CC | E1CT0000 98 TIM3>CRZ2 &= OxFFO0; #* Clear prescaler value *f
7621 14367 000000400 | E1D0OTES LDRH  RO,[RO,HOx18]
7822 | 14369 0x000004D4 | E2000CFF AND - RORO,H0:0000FFOD
7B23 | 14369 0x000004D8 | E1CID1ES 5TRH  ROJR1.HOx18]
7624 | 14370 0x0000040C | E1ADDOOT MOV RORT
7625 | 14370 0x000004DC | E1ADDOOT 99 TIM3>CR2  [|= 0x0D00F; & Setup TIM3 prescaler =
7B26 | 14372 0x000004E0 | ETDODES LDRH  ROJRO.HO:1E]
7B27 | 14372 0x000004E4 | E320000F ORR  ROAO,H0:0000000F
7B28 | 14373 0x000004E8 | EXCI0ES STRH  ROJR1.H0x18]
7629 | 14375 0x000004EC | E1A00007 MOV ROR
7630 | 14375 0x000004EC | E1ADD007 100: TIM3->CRZ = 0x2000; £ TIM3 timer overflow intrupt en */
7EMN 147375 MANNNN4FN | F1NRNM B IMBEH R0 Hel 8

= |nstruction Trace is useful to analyze sporadic problems

= Data corruption by incorrect interrupt/thread protection
= |ncorrect timing caused by interrupt/thread nesting

®
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Sporadic Data Problem (ETM)

void Alert (void) { // Alarm Function
ifT (clock.min = 59 && // Validate Time
clock.hour 1= 12) {
@ debug_printf ("'System Should never be there™);

}

}

void CheckAlert (void) { // check for alarm at 12:59
ifT (clock.min == 59 && // check minute for 59
> clock.hour == 12) { // check hour for 12

Alert (; // call Alarm Function

Instruction Trace x

Filter; IExecutbon-Ml ll ~
Mr. | Cycles | Address | Opcode | Instiuction
.17 14364 0x000004C4 | ES9F1264 LDR R1.[PC.HORD2E4]

7618 | 14366 0x000004CE | E1CIMMED STRH  RO[R1 #0x10)

i 75619 0x000004CC | E1C10000 BIC ROR1AO0
— TB20 | 14366 0x000004CC | E1C10000 56 TIM3-»CRZ &= O«FFOO: /* Clear prescaler value
7621 | 14367 0x000004D0 | E1DO01EBS | LDRH  RO[RO.HDx18]
7622 14363 000000404 | E2000CFF AND RO R0 #0:0000FF 00

Inst*ructlonuu'l‘lracer sh©ws:1lnterrupt Execution

2 TJM3 >I:FI2 l= 0x=000F ; & Setup TIM3 prescaler
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Code Coverage (ETM)

= Complete software validation requires code coverage

= Product liability and industry standards (IEC61508) demand for testing
according to “State of Science and Technology” methodologies

= ETM enabled devices provide complete instruction stream
= Non-intrusive - use final, optimized code at full speed

= Feedback provided directly in the debugger window
= Source & disassembly view

X

RO, RO, #3VC_Stack Size 4

2! Disassembly
378:

SUB

- 379:
n COlor-COded detalls for 380: ~ Enter User Mode and set its Stack Pointer
0x000000DO  E2400020 SUB RO,RO,#5VC_Stack_Size (D:
. . . . 381: MSR CPSF_c, #Mode USR
|nd|V|duaI Instructions 0x000000D4 E321F010 MSR CPSR_c., #Mode, USR (0200001
382: MOV SP, RO

383:
384: -~ Enter the C code

= Summary analysis by
function or module

386: T=T
0z000000ED  E3100001 TET irit [i 5

387: LDRE clon 3l

- 0=z000000E4 QS9FEOQ1C  LDEEQ et_escape 100% of 13 instructions, 1 condjump(z] nat fully executed

. L O g F I | e S u p p O rt S88: LDEM) | - comman d_task 94% of 209 instructions, 1 condjump(z] not fully executed

O=000000ES 159FE01C  LDENE MeasLe : task 100% of 49 instuctions

3849: B interval_task 95% of 45 instructions, 1 condjump(s) not fully executed
390: ENDE save_Measuremen tz: B9% of 39 instructions

= Coverage information can : ey e
be saved for documentation

FCANIT 74% of 31 instructions

Bt | oo |

»
S b The Architecture for the Digital World® ARM



Execution Time Profiling and Analysis (ETM)

= |nstruction Trace provides timing information

= |dentify where most time is spent in your application
BEH

£ Performance Analyzer

I odule/Function

= Hella | BB mz

main 1 79,669 mz
=l Sernal 11.375 ms
zendchar 12 11.378 ms

getkeay a Ops
+ Retarget 4000 ps
Startup 1.100 ps

Show: | Modules - Sort descending | Reset |

= |solate problems by finding which C statements take longer
than expected to execute

B C:MempMWC4_Clipclip.c & Disassembly

2628 mz[-|lvoid-DPhase- (short-=, -struct - quad- *h) - - {

. -int-res; 131: wvoid DPhase (short s, struct gquad #
26.942ms | - rres-=-B0%*s3-+4-B1*%b->x[0] -+ B2 *h—->x[1] - — 132: int res;
2B28mz0z000002924 B470 PLIZH {E4-Eb}
13dms | - rb—»x[1] -=-b->x[0] : 133: res = HiO=*s + Bl*b—}X[D] + BZ#®h-:
1.34ms | »b->x[0] =+5: — 134:
1318ms | - +bovy[1] -=-h->y[0] : 1971 me0xz 00000292  4C55 LDE R4, [PC,#0:
1971 ms | - +b->y[0] -=- (rea->>-16]) ;- 131 ms0xz0000029E 4BSA LDE R3, [PC,#0:
1971 ms | 3 191 me0xz 00000220 AB0A LDR R2,[R1,#0:
L 19 m:0xz 00000222 4344 ML R4 ,R0O -
Clstruct - avarage- - { . 1971 ms0x00000254 4353 MUL R3,R2 v
1 - - - -

] >

. ®
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Compiler Optimizations

= Compilation tools feature range of optimization options
= These enable you to target your application to its needs

= User control
= Select optimization options to suit target application/device

. Options for Target *Simulator® E]
. I nte I I Ig e nt too | S Device] Target] Dutpul] Listing] Usger  CiCer ]Asm ] Linker] Debug] Utilities]

Preprocessar Symbols

= Automatic optimizations, | ==

Undefine: ‘

no changes required in
source code

= Does not interfere with
the functional behaviour | .

Compiler

of the code e

Options for Target *Simulator’

Ptimization: |Level 0[-00) -
[ Optimize for Time

™ Split Load and Store Multiple
™ One ELF Section per Function

| Device Target ] Dutput] Listing] User I C.-’EZ++] Asm ] L\nker] Debug] Ut\lit\es]

N 5THicoe lectronics STM32F103RE

f Htal [MHz]: 8.0

Operating system: | None

Code Generation

™ Use Cross-Module Optimization
™ Use MicroLIB r

Include ‘_\

- —-device DARMSTH -g -00 --apc ™ Use Link-Time Code Generation

" AObM 0" --omf_browse " MObj\.cf

Read/Only Memary Areas i
default  off-chip Start Size Startup default  off-chip Start

Size Maolnit
|I [~ ROMI: . r RAR1: r
[~ ROMZ i r RAM2: r
[~ ROM3: i r RaM3: r
on-chip arrchip
[  |ROR{: |0+B000000  |0+20000 s ¥  [RAM7- |0%20000000  (0x5000 -
[~ IROM2: i [~ IRAMZ r

oK Cancel | Defaults ‘ Help
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Optimization examples - RVCT

= Application optimized for smallest code size t

Optimization Compile Size Size Reduction | %age Reduction

No optimization 13,656 Bytes

MicroLIB 8,960 Bytes 4,696 Bytes 34.4%
Optimization Level 2 12,936 Bytes 720 Bytes 5.3%
Both Options 8,264 Bytes 5,392 Bytes 39.5%

= Application optimized for best performance t

Measurement ____| No Optimization | Fully Optimized

dhry 1 2.829s 1.695s 40.1% faster
dhry 2 2.014s 1.011s 49.8% faster
us per Dhrystone 138.0 70 49.3% faster

= C:\KeiNARM\Boards\Kei\MCBSTM32\Measure\Measure.uv2 t
=  C:\KeilARM\Examples\DHRY\DHRY.uv2 using an Atmel AT91SAMY7 device t
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END

Thank you

The Architecture for the Digital World® ARM



	Advanced Debugging for �Cortex™-M Microcontroller ��Reinhard Keil�Director MCU Tools
	Agenda
	Coresight™ Debug Technology (Cortex-M)
	Debug and Trace Connectors
	Debug and Trace Adapters
	What is Streaming Trace?
	Using Debug and Trace
	Run-Stop Debugging has Limitations
	Cortex-M CoreSight Offers Simple Solutions
	Trace Records (DWT + ITM)
	Instrumented Trace (ITM)
	Detailed Code Analysis (ITM)
	Exception and Interrupt Trace (DWT)
	Event Counters (DWT)
	Logic Analyzer (DWT)
	Instruction Trace (ETM)
	Sporadic Data Problem (ETM)
	Code Coverage (ETM)
	Execution Time Profiling and Analysis (ETM)
	Compiler Optimizations
	Optimization examples - RVCT
	END

