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MAJOR SEMICONDUCTOR
companies have already pledged
their support to Arm’s new soft-
ware interface standard for
Cortex-based microcontrollers,
and product launches are being
prepared in time for Embedded
World in Nuremberg in March.

The standard is known as
Cmsis (for Cortex microcon-

troller software interface stan-
dard), and acts as a vendor-inde-
pendent hardware abstraction
layer for the Cortex-M series.

“Embedded developers re-use
code heavily,” said Reinhard
Keil, Arm’s director for MCU
tools. “But purchased code and
code from other sources is not
often integrated into the project.
That is because there is no stan-
dard, so we came up with a stan-
dard that solves this.”

Cmsis should let silicon ven-
dors and middleware providers
create software that can be easi-
ly integrated. It should also
reduce the learning curve for
new microcontroller developers.

Creating software is seen as
one of the major costs in the
embedded industry. Stand-
ardising the software interfaces
across all Cortex silicon vendor
products has the potential to
reduce this cost significantly,
especially when creating projects
for new devices or migrating
existing software to a Cortex-
based microcontroller from
other vendors.

“Our goal is to reduce com-
plexity,” said Keil. “This will
give a consistent software frame-
work to allow easy deployment
of the code that has been written
by the different vendors. And we
already have Misra compliance

for safety requirements.”
Fabless semiconductor compa-

ny Luminary Micro was
involved in developing Cmsis.

“It is the software that takes
the time,” said Luminary’s chief
marketing officer Jean Anne
Booth. “We will have full Cmsis
support on our Stellaris micro-
controllers early next year.”

ST Microelectronics, which
has standardised on Cortex for
its 32bit microcontrollers, has
also given its backing to Cmsis.

“There is a greater good,” said
Jim Nicholas, general manager
of STM’s microcontroller divi-
sion. “It serves all our interests if
we collaborate so our customers
have flexibility. We cannot allow
differences with our competitors
to undermine our customers’
routes to market.”

NXP is sampling with it
LPCAxx family of Cortex prod-
ucts and is planning general
availability early next year,
which is why it has been
involved in developing Cmsis.
And Atmel and Toshiba are
planning announcements.

IAR Systems says its compilers
are already Cmsis compliant
and by next year its develop-
ment kit will be using Cmsis.

“We think Cmsis is a very
important part of the software
development world,” said Mike

Skrtic, IAR’s Arm account man-
ager. “Never have we seen any-
thing like this. The 8051 would
have benefited very much from
something like this.”

Segger founder Rolf Segger
added: “Our goal is to support
Cmsis fully by the time of
Embedded World. We are very
happy about this standardisa-
tion process because about half
our work is writing board sup-
port packages and making sure
our software runs on different
boards and chips. With this, we
hope to spend less time or even
no time on this.”

ADVANTECH, ELMA and
Gateware have formed a simpli-
fied version of the Micro TCA
standard that they hope to put
before the PICMG before the

end of the year. Called Inca (for
industrial and network comput-
ing architecture), it will be com-
patible with Micro TCA but suit
applications where the full com-
plexity and hence cost of Micro
TCA is a barrier.

“One of the obstacles for
Micro TCA is that the platform
cost is too high for many appli-
cations,” said Paul Stevens,
Advantech’s telecoms sector
marketing director. “Many
applications don’t require that
level of complexity.”

Key to this is the removal of
full redundancy and the intro-
duction of a cheaper version of
the standard Advanced
Mezzanine Cards (AMCs).

These will be called Lean MCs
(LMCs) and will have USB con-
nectivity but not the hot swap
and management features of
standard AMCs.

However, the group is not
turning its back on standard
AMCs.

“We have maintained compat-
ibility with the AMC ecosys-
tem,” said Stevens. “Standard
AMCs can be used with an Inca
chassis. What we are doing is
taking away system manage-
ment from applications that do
not need it.”

The aim is to make Inca an
open standard under PICMG
and already two connectors
have been designed for it.

“Before the end of the year, we
will go to PICMG to see if we
can get a working group started
for Inca,” said Stevens.
“Because a lot is based on Micro
TCA, there is not a lot of speci-
fications to write.”
• Advantech is working with
Intel to bring the EFI (extensible
firmware interface) into the
embedded market. EFI is being
developed as a replacement for
the bios in standard consumer
PCs.

“It will start in the consumer
arena and we are driving the ini-
tiative into the embedded
space,” said Advantech’s
European marketing director
Wolfgang Heinz-Fischer.

CRYPTOGRAPHY RESEARCH
is to let NXP use its patents to
enhance the security of NXP's
tamper-resistant smart card
chips against differential power
analysis (DPA) attacks.

Under the agreement, NXP
receives the freedom to use
CRI's patents in its strategy to
develop and enhance secure
chips and related software for
smart cards and other security-
conscious applications. The
licence covers software execut-
ing on NXP chips, allowing

NXP's customers to develop
their own security countermea-
sures without a separate licence.

"We are pleased that NXP has
chosen to license our DPA coun-
termeasures patent portfolio,"
said Kit Rodgers, vice president
of licensing at Cryptography.
"The licence will help NXP and
its customers deliver secure
products for smart cards and a
variety of other applications."

DPA is a form of attack that
involves monitoring the fluctu-
ating electrical power consump-

tion of a target device and then
using advanced statistical meth-
ods to derive cryptographic keys
and other secrets. 

Strong countermeasures to
DPA help protect keys contained

in tamper-resistant devices, such
as smart cards or electronic IDs,
which may be used in banking,
pay television, mass transit,
secure ID, wireless telecoms and
other industries.

GRAMMATECH HAS been
selected as a participant in the
prestigious US Army CPP com-
mercialisation pilot programme.
The CPP aims to accelerate the
transition of the most promising
innovative technologies to
Department of Defense (DoD)
applications. 

This year's participants are
developing technologies from
medical imaging to nanotech-
nology. Grammatech was select-
ed for its way of analysing and
manipulating software executa-
bles. This supports a range of
DoD applications, including
software protection.

The firm's general-purpose
analysis and rewriting technolo-

gy for software executables has
been developed over the past
eight years in collaboration with
researchers at the University of
Wisconsin. The work has been
supported by the US Army, as
well as other US government
agencies, including the Air
Force, the Office of the
Secretary of Defense, the 
Navy, the Defense Advanced 
Research Projects Agency, the
Department of Homeland
Security and the Missile Defense
Agency. 

The technology is easily retar-
geted to new processor architec-
tures. Applications that use the
infrastructure include automat-
ed detection of vulnerabilities

and protection of software IP
through anti-tamper hardening.

Participation in the CPP is
highly competitive with only
10% of phase one applicants
being selected. Out of those,
40% are selected for phase two.
Finally, the company must apply
to the CPP. The selections for
this final phase are made by the
Army in consultation with
Milcom Venture Partners, a ven-
ture-capital firm with expertise
in the military market. 

This year, about 500 phase
two awardees applied, and 25
were selected. Awardees will
receive business assistance from
Milcom, and the US Army antic-
ipates distributing about

US$15m among the 25
awardees.

"We are excited that we have
been selected to participate in
the Army's CPP," said Tim
Teitelbaum, CEO of
Grammatech. “Being selected
from such a highly competitive
pool illustrates the strength of
our research and the strong
interest in applications that
incorporate the analysis and
manipulation of binaries.”

Michael Maston of Milcom
Venture Partners added:
"Grammatech's software-analy-
sis and rewriting technology
stood out as having the poten-
tial to be rapidly transitioned to
DoD programmes.”

Simplified version of Micro TCA to go to PICMG this year

Paul Stevens: “We are taking
away system management.”

Jaotech multimedia terminals will be forming the nodes of
hospital indoor positioning systems (IPSs) with room level or
even sub-room level discrimination, following the signing of
a partnership with Sonitor Technologies. 

Terminals equipped with Sonitor ultrasound receivers can
be used to help locate patients, staff and equipment, con-
tributing to hospital efficiency and safety. 

The integrated receivers complement the smart card, RFID
and barcode technology available on Jaotech terminals, pro-
viding an array of location, identification and access control
options. 

Smart card readers are the preferred approach for manag-
ing pre-payment for services. The addition of an RFID scan-
ner or Sonitor receiver provides medical staff with a separate
and secure location and identification process that does not

require the patients to remove
their cards from the readers.
Barcodes are commonly used
for confirming patient identity
during records access, con-
firming the administration of
the correct medication and
other purposes.

Entertainment terminal tracks patients

Cryptography licenses DPA countermeasures to NXP

US Army picks Grammatech for anti-tamper technology
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